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Abstract—With unprecedented progress on Internet of Things
(IoT), spectrum scarcity becomes even severe with the explosive
growth of wireless smart devices. To deal with spectrum scarcity
issues, cognitive radio (CR)-enabled IoT has been emerged as a
promising solution, which allows IoT devices reusing the under-
utilized spectrum bands. In this article, we investigate spectrum
sensing in CR-IoT, in which full-duplex CR-IoT node can per-
form spectrum sensing and data transmission concurrently for
reducing sensing delay. Two sensing methods are proposed based
on multiple high-order cumulants for excavating rich information
of the non-Gaussian transmitted signals. Specifically, for the sce-
narios with a single sensing antenna, we first propose a multiple
high-order cumulants-based sensing method (MCS) derived from
the likelihood ratio test, which is assumed to be near optimum.
The test statistics are derived, respectively, in two cases, i.e., the
case only performing sensing and the case performing sensing and
transmission simultaneously. Interestingly, the derived two test
statistics have same expression, while the corresponding sensing
thresholds are different from each other. For the scenarios with
multiple sensing antennas, we propose a multiantenna-assisted
multiple high-order cumulants-based sensing method (MMCS),
which can provide a tradeoff between the computational com-
plexity and sensing performance. We conduct the hypothesis test
with Hotelling’s T2-statistic and derive the corresponding sensing
threshold. Theoretical performance evaluated by detection proba-
bility and computational complexity of the proposed methods are
analyzed. Additionally, extensive simulations are provided, which
show both the proposed methods can counter the adverse effects
of noise uncertainty, and MCS has superiority over MMCS in
terms of sensing accuracy.
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I. INTRODUCTION

UNDER the background of large-scale commercial appli-
cations of 5G/B5G, the Internet of Things (IoT) that

provides a promising platform for various wireless devices
and intelligent services has been deemed as an epochal changer
for the foreseeable future. Nowadays, there are millions of IoT
devices and the total number is forecasted to achieve 80 billion
until 2030, with an annual growing rate of about 25%, approx-
imately [1]. On one hand, with sharp increase in diversity
of wireless IoT devices from portable facilities to ponderous
equipment, the requirement of spectrum resources is also pro-
liferating [2]. On the other hand, as a natural and nonrenewable
resources, spectrum resources are considered to be limited.
Thus, a conflict exists between the proliferating requirement of
spectrum resources and the limitation of spectrum resources,
which yields to a spectrum scarcity issue [3]. To deal with
this issue, cognitive radio (CR) has been introduced into indus-
trial IoT aiming at improving spectrum efficiency [4], [5]. The
CR technology allows secondary IoT systems opportunistically
to exploit the available underutilized spectrum by adjusting
their transmission modes while guaranteeing a certain level
interference to primary IoT systems [6]–[8].

Spectrum sensing has been featured as a key component of
CR, which aims to find the spectrum hole timely and accu-
rately [9]–[11]. In traditional cognitive IoT networks, two
drawbacks exist when adopting periodic spectrum sensing
strategy at the secondary sensing node with half-duplex (HD)
mode. First, when the secondary IoT user performing spec-
trum sensing with HD mode, it fails to protect primary IoT
system properly from being harmfully interfered. Since the
secondary IoT system cannot perform spectrum sensing dur-
ing data transmission period such that reaccessing primary IoT
users cannot be realized timely, especially when the primary
IoT users exploit nontime-slotted (NTS) transmission strategy,
which is very common in practice [12]. Second, the optimal
sensing duration in the HD mode is usually difficult to deter-
mine. A long-sensing duration provides an accurate sensing
performance, while resulting in a lower throughput of the sec-
ondary IoT system. Inversely, a short sensing duration means
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more time can allocate to data transmission, while the sens-
ing accuracy may degrade and the interference to primary IoT
users will increase inevitably [13]. The above-mentioned two
drawbacks can be eliminated by combining full-duplex (FD)
technology into cognitive IoT networks. With FD technology,
secondary IoT system can enable spectrum sensing contin-
uously and transmit message simultaneously, which greatly
reduces the interference to primary IoT users and improves the
spectrum utilization [14]. The residual self-interference makes
combining CR with FD technique intricately. With the help of
mature self-interference suppression (SIS) techniques, such as
antenna suppression [15], [16], analog suppression [17], and
digital suppression [18], residual self-interference can reach
an acceptable range [19]–[21].

Besides the adverse effects of residual self-interference
come along with the application of FD technology, spectrum
sensing is still facing great challenges from the non-Gaussian
property of transmitted signals and uncertainty of received
noise. In practice, most of the existing systems adopt non-
Gaussian signals, such as pulse signals [22], phase-shift keying
(PSK) signals [23], M-quadrature amplitude modulation (M-
QAM)-modulated signals [24], etc. These non-Gaussian trans-
mitted signals degrades the sensing performance of traditional
energy-based detector dramatically. The noise uncertainty
caused by the non-ideality at receiver device may result in
an “SNR” wall, which means below a certain signal-to-noise
ratio (SNR) threshold, at least one of the error probabili-
ties, i.e., false-alarm probability and miss detection probability
can become worse than 1/2 [25]. Moreover, the residual self-
interference in FD-enabled cognitive IoT system enlarges the
uncertainty of received noise, which further deteriorates the
sensing performance of traditional detectors.

To address the above-mentioned challenges, in this article,
we exploit high-order statistics of received signals to carry
out spectrum sensing efficiently in the FD-enabled cognitive
IoT network. Two spectrum sensing methods, namely, multiple
high-order cumulants-based spectrum sensing (MCS) method
and multiantenna assisted multiple high-order cumulants-
based spectrum sensing (MMCS) method, are proposed.
Furthermore, two cases are considered according to whether
the cognitive IoT user is transmitting or not when performing
sensing. Specifically, when the FD cognitive node equipped
with a single sensing antenna, the MCS method is designed
with the likelihood ratio test (LRT), which is considered effec-
tive in the absence of prior information [26]. Based on the
Neyman–Pearson (NP) criterion, the closed-form expression
of the decision threshold is obtained. As the MCS method is
designed under the scenario with only one sensing antenna, it
has the characteristics of simple configuration and low hard-
ware overhead. When the FD cognitive node is equipped with
multiple sensing antennas, the MMCS method is proposed,
whose test statics is given by Hotelling’s T2-statistic. The
corresponding decision threshold is derived numerically, and
the detection probability are calculated approximately. In par-
ticular, the MMCS method offers a tradeoff between the
computational complexity and sensing performance for cogni-
tive IoT systems. Because the statistical process is leveraged
to estimate the covariance matrix of high-order cumulants, the

TABLE I
KEY PARAMETERS AND NOTATIONS

computational complexity of the MMCS method is greatly
reduced at the expense of the hardware overhead of multi-
antennas and lower sensing accuracy. Furthermore, both the
proposed methods is robust to noise uncertainty. The major
contributions of this work are summarized as follows.

1) We propose two spectrum sensing methods, i.e., MCS
method and MMCS method, with the non-Gaussian
transmitted signals in the FD-enabled cognitive IoT
network, for the cases with one and multiple sensing
antenna, respectively. Considering that the cumulants
higher than the second order for a Gaussian random pro-
cess is 0, by leveraging multiple high-order cumulants,
both methods can excavate the rich statistical character-
istics of the non-Gaussian transmission signals from the
Gaussian noise whether colored or not, which improves
sensing accuracy and robustness.

2) The applicable scenarios of the proposed two methods
differ in the number of sensing antennas and the test
characteristics of the two methods are also different.
The MCS method achieves a greater sensing accuracy
and better tolerance to noise uncertainty, with higher
computational complexity than the MMCS method. The
MMCS method requires low hardware overhead and sac-
rifices some spectrum sensing precision in exchange for
a significant reduction in computational complexity.

3) Simulation results show that the proposed two meth-
ods can better mitigate harmful effects brought by noise
uncertainty. Moreover, the sensing performance of both
proposed methods with the non-Gaussian signals is better
than that of the traditional energy domain-based detector
(EDD), which widely used in FD cognitive scenario.

The remainder of this article is organized as follows.
The system model of FD-enabled cognitive IoT networks
is presented in Section II. In Section III, we propose the
MCS method and analyze the computational complexity of
this method. Then, the MMCS method with low computa-
tional cost are proposed in Section IV. Simulation results
are provided in Section V. Finally, Section VI concludes
this work.

Notation: The boldface lowercase and uppercase letters
denote vectors and matrices, respectively. Detailed key param-
eters and notations are summarized as in Table I.
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II. RELATED WORKS

FD-enabled and CR-enabled IoT systems are with high-
profile in improving spectral efficiency, in which the spectrum
sensing acts as a key component [27]–[29]. Recently, there
are several researches on EDD, the frequency-domain-based
detector (FDD), and spatial-domain-based cooperative detector
(SCD), dedicated to realizing FD-enabled and CR-enabled IoT
systems. The sensing methods used most often in FD-enabled
and CR-enabled IoT systems are EDD, which is credited for
low implementation complexity without any prior information
of primary IoT user signal. In addition, when the signal to be
detected is a Gaussian signal, the EDD is optimal. However,
most of the transmitted signals in real applications are non-
Gaussian process, and the performance of EDD suffers baneful
influence from noise uncertainty as well as other interferences
uncertainty [30], [31].

EDD: Deng et al. [32] proposed an adaptive weighted sens-
ing strategy. This method assigned larger weights to the newer
sample data, so that the test statistics can better reflect the
actual state of the primary IoT user. However, this strategy was
aimed at the Gaussian transmitted signals without noise uncer-
tainty, which makes it inefficient for non-Gaussian signals.
Sharma et al. [33] illustrated a novel two phase concurrent
sensing and transmission framework aimed at improving the
throughput of the secondary system. In one stage, secondary
user transmitted with a restricted power while sensing con-
currently, and in another stage, the secondary user transmitted
with full power budget. Recently, Shehata and Khattab [34]
analyzed the performance of FD energy detection, and derived
novel expressions of detection probability and false-alarm
probability taking into account the experimentally proven
Rician statistical nature of the residual self-interference sig-
nal [35] instead of the conventional Gaussian statistical
nature. Additionally, the authors illustrated that the previously
adopted the conventional Gaussian statistical model achieves
the lower bound of sensing performance. Moreover, consid-
ering that the conventional energy detector cannot distinguish
between residual self-interference, primary user signal, and
noise, Afifi and Krunz [36] studied a waveform-based sens-
ing scheme in an FD cognitive network. Specifically, the test
statistics were constructed by multiplying the received sam-
ples by the conjugate of the prior information of the primary
user signal known in advance to distinguish different signal
types. However, this scheme requires the pattern of the pri-
mary signals, which can not be satisfied in realistic sensing
scenarios.

FDD: In [37], by leveraging the discrete Fourier trans-
form (DFT) and expectation maximization (EM) algorithm,
the authors proposed a frequency-domain cooperative wide-
band spectrum sensing scheme. In this scheme, based on a
binary hypothesis test, the average power of the primary sig-
nal was estimated over a wideband frequency spectrum during
the sensing interval. Furthermore, the channel occupation was
determined without relying on the channel state. However, the
estimation of the transmitted power of the primary signals
required prior knowledge of channel state information (CSI)
and the noise variances at all the cooperative secondary users.

Fig. 1. FD-enabled cognitive IoT networks.

SCD: SCD mainly includes two categories: 1) multiantenna
assist detection and 2) multiuser cooperative detection. In [38],
a multiantenna-based spectrum sensing method was proposed
without prior CSI. By constructing the covariance matrix
of multiantenna samples and extracting the eigenvalues of
the covariance matrix, the existence of the primary signal
was determined based on the generalized likelihood ratio
test (GLRT) paradigm. Liu et al. [39] proposed a weighted
eigenvalue-based LRT for multiantenna CR networks. By
using all the eigenvalues of the sample covariance matrix,
an optimal detection method based on the likelihood ratio
detection was proposed, which requires the priori channel
information. Then, considering the practicability, a subopti-
mal detection scheme was proposed by using the maximum
likelihood estimation (MLE) to estimate the noise variance,
which can achieve a completely blind sensing. However, the
above methods mainly focus on the assumption that the trans-
mitted signals from primary user are Gaussian process. There
are rare researches considering the most practical scenarios
that the transmitted signals are non-Gaussian process in CR-
IoT systems with various heterogeneous resources. Hence, we
investigate spectrum sensing scheme in FD-enabled CR-IoT
systems with the non-Gaussian transmitted signals.

III. SYSTEM MODEL

As shown in Fig. 1, we consider an FD-enabled CR-IoT
network, which consists of a primary IoT network and a sec-
ondary IoT network. In primary IoT network, there exists a
primary access point (AP) serving multiple primary IoT users
over the licensed spectrum band. We assume the transmis-
sion of primary IoT user is nontime slotted and the spectrum
occupation is modeled as an alternating ON/OFF process. The
secondary IoT network shares the licensed spectrum band with
the primary IoT network by opportunistically accessing the
underutilized spectrum when the primary IoT user is inactive.
We assume the secondary IoT users are operating with FD
mode, such that they can perform spectrum sensing and data
transmission simultaneously.

Specifically, the primary IoT users are equipped with sin-
gle antenna, while each secondary IoT user is equipped with
multiple antennas, in which a single antenna is allocated for
communication and others are used to perform spectrum sens-
ing. Only when the sensing result shows that the primary
licensed spectrum is idle, then the secondary IoT user trans-
mits message to the corresponding secondary AP over the
spectrum band. But regardless of whether the secondary IoT
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users are in the communication state, their noncommunication
functions, such as data collection and data processing are per-
formed normally as they have certain data storage capabilities.
Whether or not FD sensing technology is available, secondary
IoT users need to identify the spectrum occupancy via spec-
trum sensing before data transmission. However, compared
with traditional HD sensing technology, FD sensing technol-
ogy ensures that secondary IoT users can carry out spectrum
sensing while performing transmission and timely detect the
reaccessing of primary IoT users at any time.

According to the operating status of primary IoT users and
secondary IoT users, the received signals at the secondary
sensing node can be categorized into four different cases.
Consequently, four possible hypothetical states, denoted as H0,
H1, H2, and H3 are obtained. To be specific, in hypothesis
H0, the only component of the received signals is background
noise, which means neither the primary IoT user nor the sec-
ondary IoT user is transmitting; in hypothesis H1, the received
signals consist of primary IoT signals and noise, which indi-
cates that primary IoT user transmits data over the licensed
spectrum while the secondary IoT user remains silent; in
hypothesis H2, the components of the received signals include
residual self-interference from the secondary IoT user and
background noise. That is to say, the primary IoT user does
not transmit over the licensed band, and the secondary IoT
user utilizes the spectrum for communication while perform-
ing spectrum sensing simultaneously for finding the reaccess
of the primary IoT user; in hypothesis H3, the received signals
are composed of primary IoT user’s signals, residual self-
interference of secondary IoT user and background noise. This
is because, just as the secondary IoT user is communicating
and sensing at the same time, the primary IoT user happens
to connect back to the spectrum, such that the secondary IoT
system should stop its transmission and release the spectrum
to primary IoT system. Noting that the latter two hypotheses
are unique to FD cognitive IoT networks compared to HD.
Above all, the received signals at the considered hypothesis
test model can be expressed as

H0 : y(n) = w(n)

H1 : y(n) = √Pphp(n)x(n)+ w(n)

H2 : y(n) = √ηPshs(n)s(n)+ w(n)

H3 : y(n) = √Pphp(n)x(n)+√ηPshs(n)s(n)+ w(n) (1)

where w(n) represents the additive zero-mean complex-colored
Gaussian noise at each sensing antenna of the secondary IoT
user, Pp and Ps are the transmit power of the primary IoT
user and secondary IoT user, respectively, x(n) and s(n) are
the signals transmitted from primary IoT user and secondary
IoT user, respectively, hp and hs represent the flat Rayleigh
fading channels from the primary IoT user to the secondary
IoT user and the self-interference channel of secondary IoT
user, respectively, and η stands for the SIS ability of secondary
IoT user. Specifically, η = 0 indicates that secondary IoT
user can completely suppress the self-interference, and η = 1
reflects that it does not perform SIS.

√
ηPshs(n)s(n) represents

the residual self-interference reaching each sensing antenna of
secondary IoT user. Furthermore, hi, i = p, s can be expressed

as |hi|ejφi , where |hi| and φi are the channel gain and phase
elements, respectively. With a flat Rayleigh fading channel, it
is generally assumed the channel gain and phase are constant
in a very short sensing period.

IV. MULTIPLE HIGH-ORDER CUMULANTS-BASED

SPECTRUM SENSING METHOD

In this section, we propose a multiple high-order cumulants-
based spectrum sensing scheme in FD-enabled CR-IoT
networks with single sensing antenna. First, the estimation and
statistical law of high-order cumulants with finite-length sam-
ples are introduced, and then we derive the sensing scheme for
recognizing the working status of primary IoT user. Finally,
the computational complexity of MCS scheme is analyzed in
the last section.

A. Estimation of Cumulants With Finite-Length Samples

Definition 1: For a random vector x = [x1, x2, . . . , xk], the
cumulants is defined as the coefficients in the Taylor series
expansion of the natural logarithm of the its characteristic
function as follows:

ck(x) � cum{x1, x2, . . . , xk}
� (−j)k · ∂

k ln�(ω1, . . . , ωk)

∂ω1∂ω2 · · · ∂ωk

∣∣∣∣
ω1=···=ωk=0

(2)

where �(ω1, . . . , ωk) � E{ejω1x1+···+jωkxk} is the characteristic
function of vector x [40, Ch. 1].

Based on Definition 1, considering a discrete-time sta-
tionary complex-valued process y(n) with k − 1 lags τ =
[τ1, . . . , τk−1], which is denoted by a random vector y =
[y(n), . . . , y(n + τl−1), y(n + τl), . . . , y(n + τk−1)]. Then, the
cumulants of y are defined as

uky(τ )
�= cum

⎧
⎪⎪⎨

⎪⎪⎩

y(n), . . . , y(n + τl−1)︸ ︷︷ ︸
l

× y*(n + τl), . . . , y*(n + τk−1)︸ ︷︷ ︸
k−l

⎫
⎪⎪⎬

⎪⎪⎭
(3)

where * represents the conjugation operation and 0 ≤ l ≤ k.
Obviously, for a certain order k, the kth-order cumulants of a
complex process are influenced by l. Whereas, the following
analyses have applicability to each of l’s values

However, as a practical matter, only finite samples can be
obtained by sensing antenna in the secondary IoT user. Hence,
the estimated high-order cumulant of the finite signal samples
y(n), n = 0, . . . ,N − 1 is calculated as [41, Ch. 2]

ûky(τ ) =
∑

v

(−1)(m−1)(m − 1)!ζ̂v1y · · · ζ̂vpy (4)

where (v1, . . . , vm) is a partition of set {1, 2, . . . , k} with the
number of elements included in each partition recorded as
m and ζ̂ky is the estimated kth-order sample moment of the
finite-length samplings y(n), calculated by

ζ̂ky(τ ) = 1

N

N−1∑

n=0

y(n), . . . , y(n + τl−1)︸ ︷︷ ︸
l

× y∗(n + τl), . . . , y∗(n + τk−1)︸ ︷︷ ︸
k−l

. (5)
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Moreover, according to [42], if y(n) satisfies the assumption∑∞
τ1,...,τk−1=−∞ |τiuky(τ )| < +∞, i ∈ {1, . . . , k − 1}, then the

estimated sample cumulant ûky(τ ) is asymptotically unbiased,
mean-square sense consistent, and

√
N[ûky(τ )− uky(τ )] obeys

an asymptotically complex normal distribution. Furthermore,
the estimated covariance between

√
Nûk1y(τ ) and

√
Nûk2y(ρ)

is

Q̂k1,k2(τ, ρ) =
∑

υ1

∑

υ2

(−1)m1+m2−2(m1 − 1)! × (m2 − 1)!

×
m1∑

l1=1

m2∑

l2=1

m1∏

n1=1
n1 �=l1

ζ̂ωn1y

m2∏

n2=1
n2 �=l2

ζ̂υn2yD̂l1,l2

(
τl1 , τl2

)

(6)

where D̂l1,l2(τl1 , τl2) is the estimated asymptotic covariance
of

√
Nζ̂l1y(τl1) and

√
Nζ̂l2y(τl1). Also according to [42], when

y(n) satisfies the aforementioned assumption, the sample
moment ζ̂ky(τ ) is also asymptotically unbiased, mean-square
sense consistent, i.e.,limN→∞ ζ̂ky(τ ) = ζky(τ ). Moreover,√

N[ζ̂ky(τ )− ζky(τ )] is asymptotically complex normal. In
practice, the estimated asymptotic covariance of

√
Nζ̂k1y(τ )

and
√

Nζ̂k2y(ρ) is used and can be expressed as [43]

D̂l1,l2

(
τl1 , τl2

)

�=
∑

ξ

ds(ξ)
1

∑
n dπ

( n
N

)
∑

n

dπ

(
n + ξ

N

)
dπ
( n

N

)

×
[
fτl1
(n + ξ)− ζ̂fτl1

][
f ∗
τl2
(n)− ζ̂ ∗

fτl2

]
(7)

where ds(ξ) is a symmetric real-valued spectral window with
ds(0) = 1, whose length is S, dπ (n) is a tapering window of
bounder variations that vanishes for |n| > 1, and fτ (n) and ζ̂fτ
are defined as

fτ (n)
�= y(n)y(n + τ1) · · · y(n + τk−1)

ζ̂fτ
�=
∑

n dπ
( n

N

)
fτ (n)

∑
n dπ

( n
N

) . (8)

B. Statistical Law of High-Order Cumulant

To achieve fine spectrum sensing performance, we use
multiple high-order cumulants to exploit the rich statistical
features of the received signal. The statistical characteris-
tics of multiple high-order cumulants, which are vital for
detection algorithms are also derived. Given M orders vector
{k1, . . . , kM} and corresponding M lag vectors {τ 1, . . . , τM}
with τ i = [τ1, . . . , τki−1], an 1 × M-dimension vector of
the estimated multiple kth-order cumulants for a finite-length

sample data recorded as uky(τ )
�= [uk1y(τ 1), . . . , ukMy(τM)]

is defined, whose corresponding estimated ûky(τ ) can be
expressed as

ûky(τ )
�= [ûk1y(τ 1), . . . , ûkMy(τM)

]
. (9)

Given multiple different orders and different lags, we can
calculate the estimated multiple kth-order cumulants for the
received finite-length N sample data. If so, the hypothesis test

model expressed in (1) yields as

H0 : ûky(τ ) = ukw(τ )+ ε
(N)
ky (τ )

H1 : ûky(τ ) = Pk/2
p ukp(τ )+ ukw(τ )+ ε

(N)
ky (τ )

H2 : ûky(τ ) = (ηPs)
k/2uks(τ )+ ukw(τ )+ ε

(N)
ky (τ )

H3 : ûky(τ ) = Pk/2
p ukp(τ )+ (ηPs)

k/2uks(τ )

+ ukw(τ )+ ε
(N)
ky (τ ) (10)

where ukp(τ ), uks(τ ), and ε
(N)
ky (τ ) are separately defined as

ukp(τ ) = [uk1p,hp(τ 1), . . . , ukMp,hp(τM)
]

uks(τ ) = [uk1s,hs(τ 1), . . . , ukMs,hs(τM)
]

ε
(N)
ky (τ ) =

[
ε
(N)
k1y (τ 1), . . . , ε

(N)
kMy(τM)

]
.

Additionally, ε
(N)
ky (τ ) represents the estimation error, which

goes to 0 gradually when N tends to infinity, and

ukip,hp(τ i) = ∣∣hp
∣∣kiejφp(2li−ki)ukip(τ i)

ukis,hs(τ i) = |hs|kiejφs(2li−ki)ukis(τ i).

If w(n) is the Gaussian noise, i.e., a Gaussian random pro-
cess, its cumulants higher than the second order are all 0,
whether it is colored noise or not. Whereas, for a non-Gaussian
stochastic process, its cumulants are not 0. When y(n) is zero-
mean (if not, one can estimate and subtract the mean), given a
certain k order and delay parameter vector τ = [τ1, . . . , τM],
we can assume that ukp(τ ) and uks(τ ) exist while ukw(τ )

vanish. For simplicity, the delay parameter vector τ is omit-
ted in the following discussion. Specifically, ûky, ukp, and uks

are used to indicate ûky(τ ), ukp(τ ), and uks(τ ), respectively.
Therefore, (10) can be rewritten as

H0 : ûky = ε
(N)
ky

H1 : ûky = Pk/2
p ukp + ε

(N)
ky

H2 : ûky = (ηPs)
k/2uks + ε

(N)
ky

H3 : ûky = Pk/2
p ukp + (ηPs)

k/2uks + ε
(N)
ky . (11)

Since the secondary IoT user has two working states:
1) “sensing only” and 2) “transmitting and sensing,” which can
be distinguished by the secondary IoT user itself as whether
having ongoing transmission service, the aforementioned four
hypotheses in (11) can be divided into two cases based on
whether the secondary IoT user transmitting or not. When the
secondary IoT user has no transmission service and performs
spectrum sensing only, just like the traditional HD sensing
technology, working state of the primary IoT user is identified
via H0 and H1, which is termed case I; when the secondary
IoT user simultaneously senses and transmits with the assis-
tance of FD technology, the working state of the primary IoT
user is identified via H2 and H3, which is termed case II.

In Case I: the secondary IoT user senses only without
transmission service, then the hypothesis test model in case I
includes

H0 : ûky = ε
(N)
ky

H1 : ûky = Pk/2
p ukp + ε

(N)
ky . (12)

Notice that
√

N[ûky − uky] = √
N[ûky − Pk/2

p ukp] is asymp-
totically normal on the grounds of the asymptotically normal
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distribution obeyed by
√

N[ûky(τ )− uky(τ )], and the (m, n)th
entry of the estimative covariance matrix � of ûky can be
calculated by using (6). Furthermore, the probability density
function (PDF) of ûky in case I can be expressed as

p
(
ûky|Hi

) = 1

πM|�| × exp
{
−�p�

−1�H
p

}
(13)

where �p = ûky − iPk/2
p ukp and i = 0, 1.

In Case II: The secondary IoT user senses and transmits
simultaneously based on FD technology, and the hypothesis
test model in case II includes

H2:ûky = (ηPs)
k/2uks + ε

(N)
ky

H3:ûky = Pk/2
p ukp + (ηPs)

k/2uks + ε
(N)
ky . (14)

Similar to case I, the PDF of ûky in case II can be
expressed as

p
(
ûky|Hr

) = 1

πM|�| × exp
{
−�s�

−1�H
s

}
(15)

where �s = ûky − (r − 2)Pk/.2
p ukp − (ηPs)

k/.2uks and r = 2, 3.

C. Detection of Primary IoT User’s Working State

To determine whether the primary IoT user is in a commu-
nication state, it is necessary to carry out LRT in the case of
unknown prior information, which is often the actual situation
in practical situations. Then, the likelihood ratio decision rule
between two hypotheses can be written as

ψ
(
ûky
) = P

(
ûky|Hon

)

P
(
ûky|Hoff

)
Hon
≷
Hoff

γ (16)

where γ is the predetermined threshold of LRT.
In case I, substituting (13) into (16) and taking natural log-

arithm processing to (16), the decision rule in case I can be
constructed as

Pk/2
p uH

kp�
−1ûky

H1
≷
H0

1

2

(
ln γ1 + Pk

puH
kp�

−1ukp

)
. (17)

From (17), the test statistics LLRT
caseI and detection threshold

�LRT
caseI are set separately as

LLRT
caseI = Pk/2

p uH
kp�

−1ûky (18)

�LRT
caseI = 1

2

(
ln γ1 + Pk

puH
kp�

−1ukp

)
. (19)

Consider that the test statistic LLRT
caseI is the weighted sum of

a series of Gaussian random variables; therefore, LLRT
caseI obeys

the Gaussian distribution under hypothesis Hi, i = 0, 1, i.e.,

Hi : LLRT
caseI∼N

(
iPk

puH
kp�

−1ukp,Pk
puH

kp�
−1ukp

)
. (20)

Thus, the detection probability and false-alarm probability
can be calculated, respectively, as

Prd(γ1) = Pr(Hon|Hon) = Pr
(
LLRT

caseI > �LRT
caseI|H1

)

= Q

⎛

⎝
�LRT

caseI − Pk
puH

kp�
−1ukp

Pk/2
p

√
uH

kp�
−1ukp

⎞

⎠

= Q

(
ln γ1

2d
− d

2

)
(21)

Prfa(γ1) = Pr(Hon|Hoff) = Pr
(
LLRT

caseI > �LRT
caseI|H0

)

= Q

⎛

⎝ �LRT
caseI

Pk/2
p

√
uH

kp�
−1ukp

⎞

⎠ = Q

(
ln γ1

2d
+ d

2

)

(22)

where d = Pk/.2
p

√
uH

kp�
−1ukp. Particularly, d2 is the sample-

squared distance between the means of two hypotheses, which
represents the maximum separation in the samples from two
hypotheses [44, Ch. 11].

In many practical situations, such as radars and sonars,
among other signals detections, we can neither predict prior
probability Pr(Hon) and Pr(Hoff) nor preset cost factors ci,j for
various decision results. For this kind of situation, to ensure
that information processing system can effectively deal with
useful data and avoid too many false data that affect the work-
ing efficiency being input into information processing system,
while ensuring information processing system access to use-
ful data as much as possible, which requires the decision error
probability Prfa = Pr(Hon|Hoff) as small as possible and the
correct detection probability Prd = Pr(Hon|Hon) as large as
possible. In addition, for a certain SNR, the increase in Prd

will lead to a subsequent increase in Prfa. Therefore, to control
false-alarm probability as small as possible, we adopt the NP
criterion to make the maximum Prd under the constraint con-
dition of Prfa = δ [26, Ch. 3]. If we set Prfa to be less than δI ,
then the corresponding detection threshold can be calculated
as

γNP
1 = exp

(
2dQ−1(δI)− d2

)
. (23)

Hence, the detection probability of case I can be derived as

Prd1 = Q
(

Q−1(δI)− d
)
. (24)

In Case II, combining (15) with (16), meanwhile, treat-
ing both sides of (16) with natural logarithm processing, the
decision rule in case II can be constructed as

Pk/2
p uH

kp�
−1ûky

H3
≷
H2

1

2

(
ln γ2 + Pk

puH
kp�

−1ukp + 2
(
ηPpPs

)k/2uH
ks�

−1ukp

)
.

(25)

From (25), the test statistics LLRT
caseII and detection threshold

�LRT
caseII are set separately as

LLRT
caseII = Pk/2

p uH
kp�

−1ûky (26)

�LRT
caseII = 1

2

(
ln γ2 + Pk

puH
kp�

−1ukp + 2
(
ηPpPs

)k/2uH
ks�

−1ukp

)
.

(27)

Interestingly, the test statistics have the same form in both
cases, but they obey different distributions. It is obvious
that LLRT

caseII obeys the Gaussian distribution under hypothesis
Hr, r = 2, 3, i.e.,

Hr : LLRT
caseII ∼ N

(
Pk/2

p uH
kp�

−1
(
(r − 2)Pk/2

p ukp

+ (ηPs)
k/2uks

)
Pk

puH
kp�

−1ukp

)
. (28)
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Hence, the detection probability and false-alarm probability
can be derived, respectively, as

Prd(γ2) = Pr(Hon|Hon) = Pr
(
LLRT

caseII > �LRT
caseII|H3

)

= Q

⎛

⎝
�LRT

caseII − Pk
puH

kp�
−1ukp − (ηPpPs

)k/2uH
ks�

−1ukp

Pk/2
p

√
uH

kp�
−1ukp

⎞

⎠

= Q

(
ln γ2

2d
− d

2

)
(29)

Prfa(γ2) = Pr(Hon|Hoff) = Pr
(
LLRT

caseII > �LRT
caseII|H2

)

= Q

⎛

⎝�
LRT
caseII − (ηPpPs

)k/2uH
ks�

−1ukp

Pk/2
p

√
uH

kp�
−1ukp

⎞

⎠

= Q

(
ln γ2

2d
+ d

2

)
(30)

where d = Pk/.2
p

√
uH

kp�
−1ukp as well.

To control the false-alarm probability as small as possible,
the NP criterion is used. If we set Prfa to be less than δII , and
from (30), the corresponding detection threshold in case II can
be calculated as

γNP
2 = exp

(
2dQ−1(δII)− d2

)
. (31)

Hence, the detection probability of case II can be simplified
as

Prd2 = Q
(

Q−1(δII)− d
)
. (32)

Note that the detection probability derived under the NP
criterion here is the same as that in case I in format as long
as δI = δII .

In summary, the proposed MCS detection scheme has four
steps as given as follows.

Step 1: Based on N samples of each sensing antenna, given
M orders vectors {k1, . . . , kM} and corresponding M lag vec-
tors {τ 1, . . . , τM}, the estimated cumulants of received signals
from the secondary IoT user can be constructed according
to (4) and (9). Based on the working status of the secondary
IoT user, confirm whether this test process is in case I or
case II.

Step 2: Evaluate the estimation of covariance matrix � by
using (6).

Step 3: Construct test statistics LLRT
caseI in case I or LLRT

caseII in
case II according to (18) or (26), respectively.

Step 4: Preset false-alarm probability Prfa. Then, set up
the threshold γNP

1 or γNP
2 according to (23) or (31) with

Prfa preset. By comparing test statistics and threshold, we
can determine the working state of the primary IoT user.
The estimated detection probability can be calculated by (24)
or (32).

D. Computational Complexity of MCS Scheme

With regard to the computational complexity of the MCS
scheme, first, it is necessary to perform

∑M
i=1 vi(ki − 1)N

multiplications and
∑M

i=1
∑vi

g=1 mg(N − 1) additions

to figure out the estimated k-order cumulants ûky(τ ).
Then,

∑M
r=1
∑M

z=1
∑Vr

i=1

∑Vz
g=1

∑mi
l1=1

∑mg
l2=1 [(

∑mi
q1=1
q1 �=l1

vq1 +
∑mg

q2=1
q2 �=l2

vq2)× (N −1)+S(vl1 + vl2 + 4)N] multiplications and
∑M

r=1
∑M

z=1
∑Vr

i=1

∑Vz
g=1

∑mi
l1=1

∑mg
l2=1 [(mi + mg − 2)(N − 1)

+ S + 4N] additions are necessary to calculate the estimate
of the covariance matrix �. Hence, the computational
complexity of the MCS scheme is very high. Specifically, the
computational complexity mainly comes from the estimation
of covariance matrix.

V. MULTIPLE ANTENNA ENABLED MULTIPLE

HIGH-ORDER CUMULANTS-BASED SPECTRUM

SENSING METHOD

Though the MCS scheme is derived by LRT, which is suit-
able for the practical scenario without prior information, the
complexity of this scheme is very high mainly due to cal-
culating the estimated covariance matrix by (6). If multiple
sensing antennas are available at the secondary IoT user, we
can make hypothesis testing decisions based on the statisti-
cal characteristics of the samples in each hypothesis. In the
case of multiantenna spectrum sensing, considering that the
high-order cumulants calculated by the samples in each case
have the statistical characteristics of the same variance and
different mean values, to reduce the computational complexity,
we adopt Hotelling’s T2-statistic to construct hypothesis tests
to determine whether the primary IoT user is working or not.
Hence, the MMCS scheme is proposed in FD-enabled CR-IoT
networks. We obtain the closed-form solution of the decision
threshold and then derive the closed-form expression of the
estimated detection probability by a suitable Gaussian approxi-
mation. Similarly, the computational complexity of the MMCS
scheme is analyzed in the last section, and the computational
complexity of the two proposed methods is also compared.

A. Estimated Cumulants of Samples From Multiple
Sensing Antennas

Consider that the secondary IoT user is outfitted with single
transmitting antenna as well as K sensing antennas. We assume
that each sensing antenna allocates N samples in one sensing
duration. Thus, the received sample matrix can be presented
as ϒ = [y1, y2, . . . , yK]T , where yi = [yi(0), . . . , yi(N − 1)] is
the received N samples at the ith sensing antenna.

Then, under K sensing antennas circumstances, (1) yields

H0 : ϒ = W

H1 : ϒ = √Pp Hpx + W

H2 : ϒ = √ηPs Hsx + W

H3 : ϒ = √Pp Hpx +√ηPs Hss + W (33)

where Hp represents the channel matrix between the transmit-
ter of primary IoT user and the sensing antennas of secondary
IoT user (i.e., sensing channel matrix), Hs represents the
channel matrix between the transmitter of secondary IoT
user and the sensing antennas of secondary IoT user (i.e.,
self-interference channel matrix), x denotes the transmission
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signals of the primary IoT user communication link, s repre-
sents the residual self-interference signals, and W is the matrix
of the generalized stationary complex-colored Gaussian noise
at the receiving end of the secondary IoT user.

Given M orders vectors {k1, . . . , kM} and corresponding M
lag vectors {τ 1, . . . , τM}, and according to (4) and (9), the esti-
mated multiple high-order cumulants matrix of all the received
signals from K sensing antennas can be expressed as

Ûkϒ(τ )
�= [ûkϒ1(τ ), . . . , ûkϒK (τ )

]T
. (34)

Then according to (34), by calculating the estimated
multiple kth order cumulants for the received sample data
during a spectrum sensing period and ignoring the delay
parameter vector τ for simplicity, (33) can be reconstructed
as

H0 : Û kϒ = �
(N)
kϒ

H1 : Û kϒ = Pk/2
p U kp + �

(N)
kϒ

H2 : Û kϒ = (ηPs)
k/2Uks + �

(N)
kϒ

H3 : Û kϒ = Pk/2
p U kp + (ηPs)

k/2U ks + �
(N)
kϒ (35)

where �
(N)
kϒ is the estimation error matrix. From the forego-

ing discussion, we know that the asymptotic distribution of√
N�

(N)
kϒ is N (0,�).

Similarly, the four hypotheses are divided into two cases
according to whether the secondary IoT user transmits signals.
In case I, we have

H0 : Û kϒ = �
(N)
kϒ

H1 : Û kϒ = Pk/2
p U kp + �

(N)
kϒ . (36)

While, in case II, we have

H2 : Û kϒ = (ηPs)
k/2U ks + �

(N)
kϒ

H3 : Û kϒ = Pk/2
p U kp + (ηPs)

k/2Uks + �
(N)
kϒ . (37)

Apparently, in either case, whether or not the primary IoT
user is working will change the mean of Û kϒ , but not the
variance, which conforms to the conditions of Hotelling’s
T2-statistic to distinguish the two hypotheses in each case.
An introduction to Hotelling’s T2-statistic is described in the
following section.

B. Statistical Law of Hotelling’s T2-Statistic

Definition 2: Consider a test of the hypothesis H0 : μ = μ0
versus H1 : μ �= μ0, i.e., determining whether a specific
value μ0 is a plausible value for the population mean μ.
By constructing Hotelling’s T2-statistic expressed as T2 =
K(x̄ − μ0)S

−1(x̄ − μ0)
H , where x̄ is sample mean, at the α

level of significance, we reject H0 in favor of H1 if the
following inequality satisfied [45, Ch. 5]

T2 = K
(
x̄ − μ0

)
S−1(x̄ − μ0

)H

> (K − 1)M/.(K − M)F(α)M,K−M (38)

where F(α)M,K−M is the F value for central F distribution with
M, (K − M) degrees of freedom when the probability is equal
to α.

According to the definition 2, statistical Law of Hotelling’s
T2-statistic can be got from the lemma below.

Lemma 1: If samples [y1, . . . , ym]∼N (μ,�), where yi =
[y1, . . . , yp]H , and construct T2 = m(ȳ − μ0)S

−1(ȳ − μ0)
H .

Then, the distribution of [T2/(m − 1)][(m − p)/p] is noncen-
tral F-distribution with p and m − p degrees of freedom and
noncentrality parameter m(μ − μ0)S

−1(μ − μ0)
H . If μ = μ0,

then the F-distribution is central.

C. Detection of Primary IoT User’s Working State

When multiple sensing antennas are available at the sec-
ondary IoT user, we use Hotelling’s T2-statistic to judge
whether the primary IoT user is active or not in each case.

In case I, Hotelling’s T2-statistic can be constructed
into (39), which is used as test statistics in case I

MI
�= K ¯̂ukϒS−1

I
¯̂uH

kϒ (39)

where ¯̂ukϒ � (
∑K

i=1 ûkϒi)/K and SI �
(
∑K

i=1 (ûkϒi − ¯̂ukϒ)
H
(ûkϒi − ¯̂ukϒ))/(K − 1). According

to the above lemma (Lemma 1), the distribution of the test
statistic MI can be obtained as

K − M

(K − 1)M
MI ∼

{
FM,K−M, H0
FM,K−M(λI), H1

. (40)

where λI = K(Pk/2
p ukp)�

−1(Pk/2
p ukp)

H , whose estimate with

finite samples is λ̂I = MI = K ¯̂ukϒS−1
I

¯̂uH
kϒ

To control false-alarm probability as small as possible,
the NP criterion is used. If we set Prfa to be less than δI,
and from (40), the corresponding detection threshold can be
calculated as

GI
MMCS = (K − 1)M

K − M
F(δI)

M,K−M (41)

where F(δI)
M,K−M is the F value for central F distribution with

M, KM degrees of freedom when the probability is equal to δI.
When the primary IoT user is in the state of commu-

nication, the distribution of the test statistic MI under H1

is noncentral F-distribution presented in (40). Noting that
the exact PDF of noncentral F distribution is defined as
weighted sum of infinite terms, which makes it difficult to
directly apply in practice. Considering the theory of uni-
formly asymptotic normality of noncentral F-distribution, we
properly choose the Gaussian distribution to approximate the
noncentral F distribution. Specifically, the distribution of non-
central F-distribution Pr(F′|v1, v2, λ) can be approximated
by [46, Ch. 26, eq. (26.6.27)]

Pr
(
F′|v1, v2, λ

) ≈ Pr(x)

x =
[

v1F′
(v1+λ)

]1/.3[
1 − 2

9v2

]
−
[
1 − 2(v1+2λ)

9(v1+λ)2
]

[
2(v1+2λ)
9(v1+λ)2 + 2

9v2

(
v1F′
(v1+λ)

)2/.3
]1/.2

(42)
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where Pr(x) is normal distribution. Then, substituting (41)
into (42), the detection probability can be calculated as

Prd1 =

Q

⎛

⎜⎜⎜⎜⎜⎜⎜
⎝

[
MF(

δI)
M,K−M

(M+MI)

]1/.3[
1 − 2

9(K−M)

]
−
[
1 − 2(M+2MI)

9(M+MI)
2

]

⎡

⎣ 2(M+2MI)

9(M+MI)
2 + 2

9(K−M)

(
MF(

δI)
M,K−M

(M+MI)

)2/.3
⎤

⎦

1/.2

⎞

⎟⎟⎟⎟⎟⎟⎟
⎠

.

(43)

In case II, the test statistics can be constructed as

MII
�= K

( ¯̂ukϒ − ūks

)
S−1

II

( ¯̂ukϒ − ūks

)H
(44)

where ūks
�= (ηPs)

k/2(
∑K

i=1 uksi)/K and SII
�=

(
∑K

i=1 (ûkϒi − ¯̂ukϒ)
H
(ûkϒi − ¯̂ukϒ))/(K − 1). According

to the Lemma 1, the distribution of the test statistic MII can
be obtained as

K − M

(K − 1)M
MII ∼

{
FM,K−M, H2
FM,K−M(λII), H3

(45)

where λII = K(Pk/2
p ukp)�

−1(Pk/2
p ukp)

H , whose estimate in a
finite sample is λ̂II = MII = K( ¯̂ukϒ − ¯̂uks)S

−1
II (

¯̂ukϒ − ¯̂uks)
H .

Similarly, leveraging the NP criterion, we set Prfa to be less
than δII , and from (45), the corresponding detection threshold
can be calculated as

GII
MMCS = (K − 1)M

K − M
F(δII)

M,K−M (46)

where F(δII)
M,K−M is the F value for central F distribution with

M, K −M degrees of freedom when the probability is equal to
δII . As defined in (41) and (46), the thresholds in both cases
are related to preset values M, K − M, δI , and δII , with the
result that the proposed MMCS scheme is nonparametric and
also unaffected by noise uncertainty.

Then, applying (46) into (42), the estimated value of
detection probability in case II is

Prd2 =

Q

⎛

⎜⎜⎜⎜⎜⎜⎜
⎝

[
MF(

δII)
M,K−M

(M+MII)

]1/.3[
1 − 2

9(K−M)

]
−
[
1 − 2(M+2MII)

9(M+MII)
2

]

⎡

⎣ 2(M+2MII)

9(M+MII)
2 + 2

9(K−M)

(
MF(

δII)
M,K−M

(M+MII)

)2/.3
⎤

⎦

1/.2

⎞

⎟⎟⎟⎟⎟⎟⎟
⎠

.

(47)

In summary, the proposed MMCS scheme has five steps as
follows.

Step 1: Based on N samples of each sensing antenna, the
received signals from the secondary IoT user outfitted with K
sensing antennas can be constructed to form a receiving signal
matrix. According to the working status of the secondary IoT
user, determine whether this test process is in case I or case II.

Step 2: Compute the estimated multiple high-order cumulant
matrix Ûkϒ .

Step 3: Compute the estimated mean ¯̂ukϒ and estimated
covariance matrix SI in case I or SII in case II, separately.

Step 4: Construct test statistics MI or MII according to (39)
or (44), respectively.

Step 5: Preset false-alarm probability Prfa. Then, set up the
detection threshold GI

MMCS or GII
MMCS according to (41) or (46)

with Prfa preset. By comparing test statistics with detection
threshold, we can determine the working state of primary IoT
user.

D. Computational Complexity of MMCS Scheme

When it comes to the computational complexity of the
MMCS scheme, the computational complexity required
for getting the estimated k-order cumulants from K
antennas are K

∑M
i=1 vi(ki − 1)N multiplications and

K
∑M

i=1
∑vi

r=1 mr(N − 1) additions. While only K + 1
multiplications and 3K − 1 additions are needed for the
estimated covariance matrix SI or SII.

Compared to the sample size N, the number of antennas
K is often quite small, which means that the computational
complexity of the MMCS scheme is much less than the com-
putational complexity of the MCS scheme. However, the com-
putational complexity is reduced at the expense of detection
accuracy. Because in the MMCS scheme, the characteris-
tics of the non-Gaussian signals are extracted by high-order
cumulants only, then the test statistics are constructed by sta-
tistical hypothesis testing, and the estimated sample variance
is used in the specific calculation. Furthermore, the diversity
of multiple antennas in space is not utilized. Nevertheless, the
MMCS scheme allows for a tradeoff between performance and
computational complexity.

VI. SIMULATION RESULTS

In this section, simulation results are presented to evalu-
ate the performance of the proposed two sensing schemes
in FD-enabled CR-IoT networks. The transmission signals of
both the primary IoT users and secondary IoT users consid-
ered in the simulation are QPSK signals. The symbol rate is
1 MHz and the sampling frequency is set as 6 times the symbol
rate, i.e., 6 MHz. We assume that the spectrum access proce-
dure of primary IoT user is modeled as an NTS alternating
ON/OFF process with full transmission power of primary IoT
user denoted as Pp. Furthermore, Ps and η reflects the trans-
mission signal power and SIS ability of the secondary IoT
user, respectively. More specifically, η ∈ [0, 1], where η = 0
indicates that the secondary IoT user can completely suppress
the detrimental effect of the transmission signal from itself,
and η = 1 indicates that there is no self-interference suppres-
sion taken by the secondary IoT user at all. Then, the residual
self-interference at each sensing antenna of the secondary IoT
user is denoted by

√
ηPshs(n)s(n). As discussed in [26, Ch. 9],

the colored Gaussian noise w(n) is assumed to be correlated
with a = −0.9 and σ 2

w = 1, that is w(n) = 0.9w(n−1)+u(n),
where u(n) is the white Gaussian noise (WGN) with zero
mean and unit variance. Then, the SNR is defined as P/σ 2

w.
When noise uncertainty exists, noise variance is no longer a

Authorized licensed use limited to: Queen Mary University of London. Downloaded on March 17,2023 at 23:21:53 UTC from IEEE Xplore.  Restrictions apply. 



WANG et al.: MULTIPLE HIGH-ORDER CUMULANTS-BASED SPECTRUM SENSING IN FULL-DUPLEX-ENABLED COGNITIVE IoT NETWORKS 9339

constant, but a random variable that follows a uniform distri-
bution in [σ 2

w/ξ, σ
2
wξ ], where ξ is the noise uncertainty factor.

Let ρ = 10 log10 ξ represent the noise uncertainty factor in
dB. In the legend of the simulation diagram, Prd and Prfa are
used to indicate the detection probability and false-alarm prob-
ability, respectively. According to the latest method proposed
in [47], the SIS performance can reach approximately 54 dB
cancelation. Then, we set η = 0.01 and the SNR of secondary
IoT user SNRs = 0 dB in the simulation unless otherwise
specified. All the simulation results are obtained and averaged
from 10 000 Monte Carlo runs.

According to [48], the fourth-order cumulants of digital mod-
ulated signals tend to 0 as the time lag τ increases. Therefore, in
the following simulations, we use fourth-order cumulants with
τ 1 = [0, 0, 0] and τ 2 = [0, 0, 1] to processing transmission sig-
nals, which can extract the non-Gaussian transmission signals
from the Gaussian noise felicitously. Specially, the variances
of estimated fourth-order cumulants û4(τ 1) and û4(τ 2) and the
covariance between them can be estimated as

Nvar
[
û4(τ 1)

]

= D̂4,4(τ 1, τ 1)− 12D̂4,2(τ 1, 0)ζ̂2x(0)

+ 36D̂2,2(0, 0)ζ̂2x(0)ζ̂2x(0) (48)

Nvar
[
û4(τ 2)

]

= D̂4,4(τ 2, τ 2)− 6D̂4,2(τ 2, 0)ζ̂2x(1)

− 6D̂4,2(τ 2, 1)ζ̂2x(0)+ 9D̂2,2(0, 0)ζ̂2x(1)ζ̂2x(1)

+ 18D̂2,2(0, 1)ζ̂2x(0)ζ̂2x(1)+ 9D̂2,2(1, 1)ζ̂2x(0)ζ̂2x(0)

(49)

Nvar
[
û4(τ 1), û4(τ 2)

]

= D̂4,4(τ 1, τ 2)− 6D̂4,2(τ 2, 0)ζ̂2x(0)

− 3D̂4,2(τ 1, 0)ζ̂2x(1)− 3D̂4,2(τ 1, 1)ζ̂2x(0)

+ 18D̂2,2(0, 0)ζ̂2x(0)ζ̂2x(1)+ 18D̂2,2(0, 1)ζ̂2x(0)ζ̂2x(0).

(50)

Fig. 2 shows the theoretical value and simulation value for
detection probability Prd of the MCS scheme versus sam-
ple number with SNR = −6,−8dB. We set the false-alarm
probability Prfa = 0.01. It can be seen that the detection prob-
ability increases with sample number. Besides, the theoretical
value curve and simulation value curve tend to coincide when
the sample number is large enough, which is mainly due to
the asymptotic Gaussian distribution used in the derivation
of (13) and (15). When the number of received samples is
large, asymptotic results are closer to accurate results. In spite
of approximation, the gap between the theoretical value and
the simulation value is acceptable.

Fig. 3 depicts the theoretical value and simulation value for
detection probability Prd of the MMCS scheme versus sample
number with SNR = −3,−5 dB, M = 2 and the number
of spectrum sensing antennas K = 5. We also set the false-
alarm probability Prfa = 0.01. It can be seen that the detection
probability rises with sample number, and the theoretical value
curve approaches the simulation value curve as the number of
samples increases. Moreover, when the number of samples is
small, the gap between the simulation value and the theoretical

Fig. 2. Prd of the MCS scheme versus sample number with SNR =
−6,−8 dB.

Fig. 3. Prd of the MMCS scheme versus sample number with SNR =
−3,−5 dB, M = 2, and K = 5.

Fig. 4. ROC curves of the MCS scheme and MMCS scheme with sample
number equaling to 800, M = 2, and K = 5.

value is large. This is mainly due to two reasons. On one hand,
the MMCS scheme uses the asymptotic Gaussian distribution
to derive test statistics. On the other hand, the statistical sample
variance instead of theoretical variance is used in the MMCS
scheme. When the number of samples is small, the difference
between the sample variance and the theoretical value is large.

Fig. 4 illustrates the ROC curves of MCS scheme and
MMCS scheme with the sample number equalling 800, M = 2,
and K = 5. The false-alarm probability curves ascend rela-
tively stable on the grounds of enough samples, which verifies

Authorized licensed use limited to: Queen Mary University of London. Downloaded on March 17,2023 at 23:21:53 UTC from IEEE Xplore.  Restrictions apply. 



9340 IEEE INTERNET OF THINGS JOURNAL, VOL. 8, NO. 11, JUNE 1, 2021

Fig. 5. Impact of noise uncertainty on the MCS method and EDD method
versus SNR with sample number equaling to 800 and Prfa = 0.01.

the rationality of the proposed two methods. In addition, it can
be clearly seen from Fig. 4 that the MCS has superiority over
MMCS in terms of sensing performance. This is because, in
the absence of prior information, the MCS scheme obtains the
near-optimal solution via LRT. In contrast, although high-order
cumulants are also used in the MMCS scheme to extract the
non-Gaussian characteristics of signals, statistical hypothesis
tests are used in constructing test statistics, and the sample
variance is used to approximate the true variance. In addi-
tion, the MMCS scheme does not use the spatial complexity
of multiple antennas. These factors make MCS scheme much
better than MMCS scheme in terms of detection probability.

Fig. 5 presents the impact of noise uncertainty on the MCS
method and EDD method [30] versus SNR with sample num-
ber equaling 800. We set Prfa = 0.01 and noise uncertainty
factor ρ = 0.5dB. From Fig. 5, the contrast between the
two methods is extremely obvious when the noise uncer-
tainty exists. Apparently, the detection probability curves and
false-alarm probability curves of the MCS method are almost
identical whether there is noise uncertainty or not, which
indicates that the proposed MCS scheme is robust to noise
uncertainty. This is due to the fact that the high-order cumu-
lants higher than the second order are all 0 for the Gaussian
noise, regardless of whether it is colored or not. Therefore, the
decision process of the MCS method is no longer adversely
affected by noise uncertainty. In contrast, although the detec-
tion probability of EDD is higher than that of the proposed
MCS method when there is noise uncertainty, the false-alarm
probability curve of energy detection rises obviously. The
false-alarm probability of the EDD method rises from 0.01
to 0.15, which means that EDD cannot be used as a reli-
able detection method when there exists noise uncertainty.
Consequently, the proposed MCS method outperforms the
EDD method in terms of robustness against noise uncertainty.

Fig. 6 shows the impact of noise uncertainty on the MMCS
method and EDD method [30] versus SNR with sample num-
ber equaling 800. We set Prfa = 0.01, M = 2, K = 5, and
noise uncertainty factor ρ = 0.5 dB. Observing the detection
performance of the MMCS method with and without noise
uncertainty, the detection probability curves almost overlap

Fig. 6. Impact of noise uncertainty on MMCS method and EDD method
versus SNR with sample number equaling to 800, Prfa = 0.01, M = 2, and
K = 5.

Fig. 7. Detection probability of the MMCS method versus K with SNR =
−4,−5 dB, M = 2, and Prfa = 0.01.

and the false-alarm probability curves are steadily kept at a
very low level. This is due to two aspects. On one hand, cumu-
lants higher than the second-order are all 0 for the Gaussian
noise. On the other hand, the detection threshold of the binary
hypothesis test constructed by Hotelling’s T2-statistic is non-
parametric and not affected by the noise power. Additionally,
it is obvious that the MMCS method can also resist the neg-
ative impact of noise uncertainty and has better performance
than EDD in terms of robustness to noise uncertainty.

Fig. 7 illustrates the detection probability curves of MMCS
method versus K. We set SNR = −4,−5 dB, M = 2, and
Prfa = 0.01. Since the MMCS method requires K > M, the
curves do not start at the origin. The detection probability
ascends with the increase of K until the optimal detection is
achieved. This is because in hypothesis testing, more anten-
nas can promote the multiple high-order cumulants to extract
richer statistical information of signals. So, the more antennas
there are, the better the detection performance will be until
the detection performance reaches the optimal level.

Fig. 8 presents the impact of residual self-interference on
MCS method and MMCS method with sample number equal-
ing 800, M = 2, and K = 5. It can be seen from Fig. 8 that
the detection probability of the MCS method is higher than
that of the MMCS method under the same degree of SIS, i.e.,
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Fig. 8. Impact of residual self-interference on MCS method and MMCS
method with sample number equaling to 800, M = 2, and K = 5.

Fig. 9. Detection probability of the proposed schemes for various typical
non-Gaussian signals.

η value. However, the residual self-interference will deteri-
orate the detection performance of the two methods, and the
decline trend of the two methods is basically the same. This is
because poor SIS will lead to higher residual self-interference,
which will decrease the signa-to-interference-plus-noise ratio
and then deteriorate the detection performance.

Fig. 9 shows the detection probability of the MCS and
MMCS schemes for various typical non-Gaussian signals with
sample number equaling to 800, in which the solid line rep-
resents the detection probability of the MCS scheme, and the
dotted line demonstrates the detection probability of MMCS
scheme. The pulse width of pulse signals is set as 1 μs, and
the pulse repetition interval is set as 10 μs. The symbol rate
of the all the modulated signal is 1 MHz. It can be seen
from Fig. 9 that both the proposed schemes are valid for the
adopted non-Gaussian signals. In detail, when the pulse sig-
nal is used by the primary transmitter, both the proposed two
detection schemes perform well. As for the digital modulated
signals, the detection probabilities of both MCS and MMCS
schemes decrease with the increase of the modulation order
of signals. This is due to the fact that a higher modulation
order means a larger constellations, which leads the transmit-
ted modulated signal tends to Gaussian process. Nevertheless,
both the proposed MCS and MMCS schemes can detect the

non-Gaussian primary transmitted signals by excavating the
high order cumulants.

VII. CONCLUSION

In this article, we have proposed two multiple high-
order cumulants-based spectrum sensing method for FD-
enabled CR-IoT networks, considering the secondary IoT users
equipped with multiple sensing antennas and the non-Gaussian
transmitted signals used by the primary as well as secondary
IoT users. Additionally, two cases are considered for studying
each method corresponding to the state whether the cogni-
tive IoT user is silent or active. Specifically, when only a
single antenna is available at the secondary IoT user, the MCS
method has been designed with LRT to pursue near optimum
in theory and low hardware overhead. Furthermore, the closed-
form expression of the decision threshold was obtained by
using NP criterion. Then, when multiple sensing antennas are
available at the secondary IoT user, the MMCS method has
been proposed with Hotelling’s T2-statistic used as test stat-
ics. The MMCS method has lower computational complexity
than the MCS method, while the sensing performance was
also degraded compared to the MCS method. Nevertheless,
MMCS method provides a compromise between computa-
tional complexity and sensing performance. In addition, the
two methods can resist the negative effects of noise uncer-
tainty, but when the SIS is poor, the sensing performance of
the proposed two methods will be degraded due to strong self-
interference. Finally, numerical results have been provided to
verify the theoretical analysis and evaluate the performance of
the proposed scheme.

For future work, we will investigate the interference signal
identification in FD cognitive IoT system, considering multiple
time-varying frequencies of potential interference signals.
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